FIREFLY FIBER BROADBANDSM
PRIVACY STATEMENT
Firefly recognizes the importance of protecting your personal information, and we are
committed to safeguarding your privacy in-person and online. Because Firefly respects its
customers and understands that they are concerned about privacy, we have instituted
policies intended to ensure that your personal information is handled in a safe and
responsible manner.

Our commitment to privacy
Firefly’s Privacy Policy is an extension of our mission to provide quality service, excellent
support, and advanced technology. This privacy policy applies to all of Firefly’s services. This
policy is designed to assist you in understanding how we collect, use, and safeguard the
personal information you provide to us and to assist you in making informed decisions when
using our site and our products and services. This statement will be continuously assessed
against new technologies, business practices, and our customers’ needs.

What information do we collect?
When you visit our website, you may provide us with two types of information: personal
information you knowingly choose to disclose that is collected on an individual basis, and
website use information collected on an aggregate basis as you and others browse our
website.
1.

PERSONAL INFORMATION YOU CHOOSE TO PROVIDE
When you engage in certain activities on this site, such as ordering products, downloading
software, or entering a contest, Firefly may ask you to provide certain information about
yourself by filling out and submitting a form. It is optional for you to engage in these
activities. If you elect to engage in these activities, however, Firefly may require that you
provide us personal information such as your name, mailing or street address, e-mail
address, and other personal identifying information for purposes of completing a
transaction, delivery of service or awarding a prize. When ordering products on site or
paying your bill online, you may be asked to provide a credit card number along with
other personal information such as your mailing or street address and e-mail address.
When you submit personal information to Firefly, you understand and agree that Firefly
and affiliates may transfer, store, and process your customer profile. That personal
information will remain confidential to Firefly.
Firefly collects this information in order to record and support your participation in any
activities you select. If you order a product, for example, the information is used to
register your license and rights, if any, to technical support, upgrade discounts, or other
benefits that may be made available to registered users. If you enter a contest,
information is collected to qualify the entry and contact you regarding the contest or
prize awards. Firefly also uses the information that you provide as part of our effort to
keep you informed about product upgrades, special offers, and other products and
services offered by Firefly.

Credit card information
This section applies when online credit card payment options are available through
Firefly’s website. If you choose to purchase products or services from Firefly or its
partners, you may need to give personal information and authorization to obtain
information from various credit services. For example, you may need to provide the
following information: name; mailing address; e-mail address; credit card number; home
and business phone number; other personal information. Firefly does not store or share
personal credit card information. Credit card data are stored with secure third party
processors.
E-mail information
If you choose to correspond further with us through e-mail, we may retain the content of
your e-mail messages together with your e-mail address and our responses. We also will
send automated messages pertaining to your account, such as billing invoices and other
notices. We provide the same protections for these electronic communications that we
employ in the maintenance of information received by mail and telephone.
2. WEBSITE USE INFORMATION
Similar to other commercial websites, our website may utilize a standard technology
called “cookies” (see explanation below: What are cookies?) and web server logs to
collect information about how our website is used. Information gathered through cookies
and web server logs may include the date and time of visits, the pages viewed, time spent
at our website, and the websites visited just before and after our website. This information
is collected on an aggregate basis. None of this information is associated with you as an
individual.
How we use the information that you provide to us?
Broadly speaking, we use personal information for purposes of administering our business
activities, providing customer service and making available other products and services to
our customers and prospective customers.
Occasionally, we may also use the information we collect to notify you about important
changes to our website, new services, and special offers we think you will find valuable.
The lists used to send you product and service offers are developed and managed under
our traditional corporate standards designed to safeguard the security and privacy of our
customers’ personal information.
What are cookies?
Cookies are a standard feature of web browser software that allow web servers to
recognize the computer used to access a website. Cookies are small pieces of data that
are stored by a user’s web browser on the user’s hard drive. Cookies store select pieces of
information a user accesses on a web page to simplify subsequent interactions with that
website by the same user or to use the information to streamline the user’s transactions
on related web pages. This makes it easier for a user to move from web page to web page
and to complete commercial transactions over the Internet. Cookies are used to make
your online experience easier and more personalized.
Cookies help us collect important business and technical statistics. The information in the
cookies lets us trace the paths followed by users to our website as they move from one
page to another; this helps us improve our navigation and make it easier for you to find
things. Web server logs allow us to count how many people visit our website and evaluate
our site’s traffic patterns. We do not use these technologies to capture your individual email address or any personally identifying information about you, although they do permit
us to display information most likely to be of interest to you.
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Information Obtained from Third Parties
We obtain address information about you from third party sources, such as the US Postal
Service and other GIS map databases, to verify your address so we can process your
order and to prevent fraud.
If you provide us personal information about others, or if others give us your information,
we will only use that information for the specific reason for which it was provided to us.
Sharing information with affiliates
We do not currently host advertising for outside companies on our website. However, we
may decide sometime in the future to display notices or advertisements from outside
companies on our website. In that event, we will take commercially reasonable measures
to select product or service providers that appear to be responsible and provide privacy
protections to their customers. However, we cannot make any representations about the
practices and policies of these companies, and we do not warrant their products or
services. No sharing of information with third parties We do not sell, trade or disclose to
third parties any customer identifiable information derived from the registration for or use
of our online services (including customer names and addresses) without your consent
(except as required by subpoena, search warrant or other legal process, or in the case of
imminent physical harm to yourself or others). When we use other agents, contractors, or
companies to perform services on our behalf, we will ensure that the company protects
your personal information in a manner consistent with this policy.
How do we secure information transmissions?
When you send confidential personal credit card information to us on our website, secure
server software, which we have licensed, encrypts all information you input before it is
delivered to us. The information is scrambled en route and decoded once it reaches our
web servers. Firefly does not house or maintain any personal credit card data, which is
done primarily through payment processors and hosted database servers.
Other e-mail that you send us may not be secure unless we advise you that security
measures will be in place prior to your transmitting the information. For that reason, we
ask that you do not send confidential information such as social security or account
numbers to us through an unsecured e-mail.
3. HOW DO WE PROTECT YOUR INFORMATION?
Information security
We utilize encryption/security software to safeguard the confidentiality of personal
information we collect from unauthorized access or disclosure and accidental loss,
alteration or destruction. Third party processors tokenize stored payment information to
keep data secure.
Evaluation of information protection practices
Periodically, our operations and business practices are reviewed for compliance with
corporate policies and procedures governing the security, confidentiality and quality of
our information. Firefly and its financial affiliates are all PCI compliant.
Employee access, training, and expectations
Our corporate values, ethical standards, policies and practices are committed to the
protection of customer information as described in this policy. In general, our business
practices limit employee access to confidential information, and limit the use and
disclosure of such information to authorized persons, processes, and transactions.
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How can you access and correct your information?
To update your account information (such as your mailing address, primary customer
name, which features or services you subscribe to, or other details) call the customer
service number shown on your bill.
Do we disclose information to outside parties?
We may provide aggregate information about our customers, sales, website traffic
patterns and related website information to our affiliates or reputable third parties. This
information will not include any personally identifying data, except as otherwise provided
in this privacy policy.
What about legally compelled disclosure of information?
We may disclose information when legally responsible to do so: under court or legal
order, or when we, in good faith, believe that the law requires it for the protection of our
legal rights.
What about other websites linked to our website?
We are not responsible for the practices employed by websites linked to or from our
website nor the information or content contained therein. Often links to other websites
are provided solely as pointers to information on topics that may be useful or of interest
to the users of our website.
Please remember that when you use a link to go from our website to another website, our
privacy policy is no longer in effect. Your browsing and interaction on any other website,
including websites which have a link on our website, is subject to that website’s own rules
and policies. Please read over those rules and policies before proceeding.

Your consent
By using our website, you consent to our collection and use of your personal information
as described in this privacy policy. If we change our privacy policies and procedures, we
will post those changes on our website to keep you aware of what information we collect,
how we use it and under what circumstances we may disclose it.

Opt-Out or Correct and Update
If you would like to remove your information or to receive future communications, or wish
to change or modify information previously provided, please contact us at
info@fireflyva.com.

Contacting our Web Site and Companies
If you have questions about this privacy policy, the practices of this site, or your dealings
with Firefly, contact us at info@fireflyva.com.
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